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Managing logging has often been an ignored task. Operating system vendors have
learned to include provisions for rotating or even overwriting logs so that the logfiles
do not grow to fill up entire disks. Sometimes, logging is just left disabled for most
events.

Yet logging is an important part of proactive system administation. While waiting
for phone calls from frantic (and annoyed) clients will eventually produce similar infor-
mation, even if it is stunningly lacking in accurate detail, effective use of logging allows
a system administrator to appear omniscent. At the very least, the sysadmin can be
ahead of the game by collecting nuggets of data about interesting events.

This booklet provides the information needed to begin collecting and analyzing log-
ging messages. Tina Bird began this project as an outgrowth of her work with a compa-
ny that focused on the collection and analysis of logging and IDS information. She
later took that information and turned it into a tutorial that formed the initial basis for
this booklet. Abe Singer, a security analyst for San Diego Supercomputer Center, has
shared his own experience in working with both security and logs. Together, the
authors provide many years of experience, much of it focused specifically on the prob-
lems of logging, with an emphasis on security.

Even if your primary interest in logging is not security, the advice and information
in this booklet will guide you in setting up and maintaining an effective logging infra-
structure. The fruits of logging include the ability to detect problems before they get
out of hand, to understand how the systems under your control normally work, and to
recognize when things go wrong—before the phone starts ringing.

Logging is not a task that you can safely ignore.

Rik Farrow
Series Editor

Foreword




